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General information - IT administration

« ZIH is IT administration unit of TU Dresden
« Therefore, you can write to ZIH if you have any problems with IT services

https://faqg.tickets.tu-dresden.de/otrs/public.pl

servicedesk@tu-dresden.de

« We are only contact persons for
« Your office PC/laptop
« Software like Microsoft Office, Origin etc.
* Network printer

« Presentation support > Laptop, Microphones, Webcams, Presenter etc.
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General information - Website of our Chair

 Public website

» https://nano.tu-dresden.de/ or https://nano-tud.de/

 Internal area on website

» https://nano.tu-dresden.de/shared/ or https://nano-tud.de/shared/

e User: nano
Password: nano

« Here we share helpful documents

- Please check if your profile information is up to date

» https://nano.tu-dresden.de/team/
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What does the IT infrastructure look like?

1.

TECHNISCHE
UNIVERSITAT
DRESDEN

Basics
«  What do I definitely need for my digital workplace?

Communication & Collaboration
* How can we work efficient in a team?

Data storage
»  Where can | save my data?
*  How can | share my data?

Software
*  How can | get helpful licensed software for my work?

Workstations and Server
«  Where can | run hardware resource-hungry software?

Security and Network
«  What do I need to do to protect my data and the data of my
colleagues?
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What do | need to have access to all of that?
- Your ZIH login <
To manage your passwords and personal information go

to
https://selfservice.tu-dresden.de/

See all services at glance in Self-Service Portal

@ English * 0 =

SELF-SERVICE PORTAL

Favorites

Profile -] Password management®® Spam filter Guest management &

Display of your stored data Change mai er nagement of
passw =3

Services

search within title or description
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https://selfservice.tu-dresden.de/

1. Basics - Your digital ID at TU Dresden (user certificate)

Services
« Signing documents digitally (next slide), encrypt and decrypt
. pe . . . certificate
« Type “certificate” into the search field of the self-service portal >
SELF-SERVICE PORTAL A Iyt et IT security, authentification and authorisation

declarations .
Certificate management Za

Certificate management (Apply for user certificates and server certificates)

Apply for user certificates and server certificates

Service description Manage user certificates @ Server certificates via Sectigo @ Revoke certificates of DFN-PKI @ Search for certificates of DFN-PKI

On this page you can view your existing user certificates, revoke them or apply for new ones.

Request certificate

’ Q Search m
E-mail Valid until Serial number Status Actions
steffen.kampmann@tu-dresden.de valid Qi=

Lines per page: [10 v| 1-1 from 1 1

* Request certificate

«  Service-Desk visitor address:
* Andreas-Pfitzmann-Bau, Room E036 N&thnitzer Stral3e 46, 01187 Dresden
* https://navigator.tu-dresden.de/etplan/apb/00/raum/542100.24807language=en
«  Opening hours: Monday - Friday - 08:00 - 19:00

«  Full documentation: https://tud.link/wtvyx5
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1. Basics - Use your user certificate for your emails

« Importing the user certificate into:
« Outlook: https://tud.link/m7xx9k
« Thunderbird: https://tud.link/eb25ta
« Sets the e-mails to be signed automatically
« The digital signature is displayed for the recipient
Re: Freigabe ordner PMANA C
= effen Kampmann <steffen kampmann@tu-dresden.de> 3 Antwotten | € Allenanoworten | = Weiterle :
r‘c'\‘ iﬁr f%ng;amn?er, Stiha-nlite,;rg}zn :G(':t ? Gurdresdend Mon #/10/2024 09:30
Digitale Signatur: Giiltig X
i s B

Signiert von:  steffen kampmann@tu-dresden.de
Die digitale Signatur dieser Nachricht ist gditig und
vertrauenswurdig.
Klicken Sie auf "Details’, um weitere Informationen zum
Zertifikat zu erhalten, das fur die digitale Signatur der
Machricht verwendet wurde.

Details...

DVor Fehlern in digital signierten Nachrichten vor dem Offnen warnen,

SchlieBen

Outlook

After you have installed the certificate, you can select the certificate in your mail program

I Verfassen: (kein Betreff) - Thunderbird

patei Bearbeiten Ansicht Optionen Sicherheit Extras Hilfe

lﬂ Verschlisselung ‘ @ S/MIME V‘ [“@ Rechtschr. | v X Speichern | v ‘ Kontakte |

X

<steffen.kampmann@tu-dre]
v S/MIME

Varechliiccaln

v Digital signieren

Zertifikate der Empfanger ansehen

& Antworten || &P Allen antworten v @ Weiterleiten Archivieren | &) Junk

fij Loschen B \Melden  Mehr v

Markus Sontowski
markus.sontowski@tu-dresden.de

An Kampmann, Steffen <steffen.kampmann@tu-dresden.de> 14.10.2024, 15:34

Re: S/MIME & &

Thunderbird

Everybody should use the digital signature!
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1. Basics - Email

«  Email

« In Browser: https://msx.tu-dresden.de

« Setup instructions for email clients:

- Outlook: https://tud.link/k43h for Windows and https://tud.link/8gfu for MacOS

- Thunderbird: https://tud.link/8wpk for Windows, MacOS, Linux

- Apple Mail: https://tud.link/7jpf for MacOS and https://tud.link/nhcqg for i0OS/iPadOS

- Gmail: https://tud.link/15t4 for Android

« Please setup your signature according to your affiliation
- Template example:

Your _title Your_name

TUD Dresden University of Technology

Faculty of Mechanical Science and Engineering
Institute of Materials Science

Chair of Materials Science and Nanotechnology

Phone: +49 (0) 351 463-XYZ
www.nano.tu-dresden.de

[1]1 DALL-E: https://chat.openai.com
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2. Communication and collaboration - Video Calls and Chats

BZoom Cloud-Meetings — X
« Zoom
S Zo0Mm -
« Click ,Sign in” at https://tu-dresden.zoom.us/
« Create your personal link for your own Zoom room Geben Sie hre £-Mail ein
https://tu-dresden.zoom-x.de/my/Your Name - o _
) . ” , - “ Geben Sie lhr Kennwort ein Vergessen?
(Left menu on ,,Meetings” =, Private room”)
. . . . . Anmelden
« You can sign in with your ZIH-Login if you click on SSO and B
type tu-dresden in the appeared text field ~— ) ich méchte angemeldet bleiben
oder melden Sie sich an per
- BigBlueButton ¢ G 0
Apple Google Facebook
«  https://bbb.tu-dresden.de/ " ’
< Zurlick Anmelden

*  Matrix-Chat
« Chat for internal communication with students or colleagues
« Chat rooms, personal chats etc.
« https://matrix.tu-dresden.de
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2. Communication and collaboration - Writing article

Share Project x

. Link sharing is on Turn off link sharing @
Sha repoi nt (Wo rd' PowerPOi nt etc‘): E [1] A':’:::i;‘/":zTi::?::ii:tri'i:dz':i‘:f83642245743/)1v'nlnksgbh’WSEEEEE &S

Anyone with this link can view this project

« https://selfservice.tu-dresden.de/services/258944/ R

steffen.kampmann@tu-dresden.de Owner

SharelLatex: _— .

Invite not yet accepted. Resend

Share with your collaborators

« equivalent to Overleaf, but can be used without restrictions

joe@example.com, sue@example.com, ... I

« https://tex.zih.tu-dresden.de/

Code Editor RUSTEI o ) Normaltext = [= [EYNZTON VisualEditor) D C Normaltext ~ B Z Recompile -

1 ‘documentclass{article}
. . . . . . Show document preamble
2 ‘“usepackage{graphicx} ¥ Required for inserting images
? P
4 Ntitle{Test} Test
5 Sauthor{ }
& ‘“date{MNovember 2023}
7
8- ‘\begin{document} i
e 1 .
10 \maketitle 12 Introduction
11 &S
12 - ‘\section{Introduction} 14 You can edit this document with other people in real time. Test,
i3 15 There is a visual and a code editor.
14 You can edit this document with other people in real time. 18 There is also a review function. It is also possible to make the editing process visible.
1z There 15 a visual and a code editor. 17 The placement of images and equations is much easier to control than in Word. N ber 2023
16 There is also a review fumction. It is also possible to make the editing process wvisible. 18 The generated PDF document is always displayed on the right. ovember S
17 The placement of images and equations 15 much easier to control than in Word. 13
18 The generated PDF document 15 always displayed on the right. . .
. - 1 Introduction
20 End of document You can edit this document with other people in real time. There is a visual and
21 ‘end{document} 22 a code editor. There is also a review lunction. It is also possible to make the
22 editing history visible. Placing images and equations is much casier Lo control
than in Word.

[1] https://de.wikipedia.org/
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3. Data storage - Overview

- -
' Backed up data . Not backed up data

Backed up data
Home drive Group drive Datashare @ OPARA

Open Access Repository and Archive

-

https://opara.zih.tu-dresden.de/

- ———— -

Archive your
completed
project data!

Your PC/Mac,
No backed up data
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3. Data storage - Which group drives are available at the chair?

pmana (10 TB)

« Contains any chair related data

- Win: \\vs-grp02.zih.tu-dresden.de\pmana Mac: smb://vs-grp02.zih.tu-dresden.de/pmana
pmnnano (5 TB)
« Contains project and administrative related data of Theory group

- Win: \\vs-grp08.zih.tu-dresden.de\pmnnano Mac: smb://vs-grp08.zih.tu-dresden.de/pmnnano
pmnent (5 TB)

« Contains project and administrative related data of Environmental nanotechnology group
- Win: \\vs-sec-smb3.zih.tu-dresden.de\pmnent = Mac: smb://vs-sec-smb3.zih.tu-dresden.de/pmnent

pmnnst (5 TB)

« Contains project and administrative related data of Nanoelectronics for sensor technologies group
- \\s-grp08.zih.tu-dresden.de\pmnnst Mac: smb://vs-grp08.zih.tu-dresden.de/pmnnst

pmnraw (50 TB) (only Snapshots, no backup, no mirror)

« Contains raw research data of every group

-~ \\s-grp07.zih.tu-dresden.de\pmnraw Mac: smb://vs-grp07.zih.tu-dresden.de/pmnraw
TECHNISCHE PMN IT Information Event ﬁ
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3. Data storages - Share your data easily

« Datashare based on Nextcloud environment

»  https://datashare.tu-dresden.de/

*  You can upload, download and share Data with internal and external people
«  App for Windows, Mac, iOS and Android

- https://nextcloud.com/de/install/#install-clients

- Installation and setup manual: https://tud.link/fsvs

Nextcloud
« Gigamove 2.0 (1
» Share of large data until 100 GB ( Hint: Zip data to one file and then share it )
[31
»  https://selfservice.tu-dresden.de/services/2250335/
- - RWTH GigaMove 2.0 [De| steffen Kampmann e
o Welcome to GigaMove 2.0
Request fl Provide file & Request file »
v Manage files Here you have the opportunity to provide an up to 100 GB big file which can be shared via Here you have the opportunity to request a file from an authenticated or also anonymous
E-Mail and downloaded with a link by anyone. person via E-Mail.
Provided Additionally the file will be scanned for viruses and if necessary the link can be protected by a After the upload of the file, it will be scanned for viruses.
assword.
Requested g

[1] https://de.wikipedia.org/

) [2] https://gigamove.rwth-aachen.de/en
(2] [3] DALL-E: https://chat.openai.com
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4. Software - Useful Tools

Microsoft Office

* Microsoft Office 365 is also available for private PC/Laptop
- For employees: https://tud.link/9nl1 - For students: https://campussachsen.tu-dresden.de/

« Origin

* License of chair available (Version 2024, also usable in VPN of TU Dresden) ﬂ ORIGI N

- please contact stephanie.klinghammer@tu-dresden.de or steffen.kampmann@tu-dresden.de The Data Analysis and Graphing Workspace

»  For students private PC/Laptop: https://tud.link/h928
Matlab

« For students and employees office/private PC/laptop

*  https://de.mathworks.com/academia/tah-portal/tu-dresden-40758619.html MATILAB
+ Solidworks

* License of chair available - please contact steffen.kampmann@tu-dresden.de D7S SOLIDWORKS
« Sophos

* Anti Virus for private Laptop - https://home.sophos.com/en-us/employee

« Alternatives for Adobe Products: https://tud.link/pmx21m (Affinity Designer), https://tud.link/7u6kbt (PDF Studio Pro), https://tud.link/jrghvw
CorelDRAW Technical Suite

Full software list: https://tud.link/xn10
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4. Software - Be Careful

Please do not use Please use following services of TU Dresden

- External cloud services like: Home and Group drives

Dropbox, iCloud, Google Drive, OneDrive etc.

-> Save your research data here
- Do not save your research data here

Software list of TU Dresden or ask colleagues for

« Software with illegal license alternatives

Soph lIready installed
- Software from Kaspersky Lab ophos (already installed)

Please only install software from trustworthy sources
E. g. for open source software: https://www.heise.de/download/
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5. Workstations and Server - Powerful Hardware

* Run your calculations on specialized Hardware that is available 24/7

 Remote workstations for computing

« https://selfservice.tu-dresden.de/services/research-cloud/

« Preinstalled (Ubuntu, Windows ...)
« Easy installation of software

« No waiting times

* High Performance Computing (HPC)

» https://doc.zih.tu-dresden.de/ L ae TV B

« To get access please contact Dr. Rafael Gutierrez
( rafael.gutierrez@tu-dresden.de )

[2]

[1] DALL-E: https://chat.openai.com
[2] https://tu-dresden.de/
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5. Workstations and Server - First Steps

« Remote PC (Windows) hosted by TU Dresden
» https://rds.zih.tu-dresden.de/

« As student choose “Office Collection”
« Many preinstalled software like Origin, COMSOL Multiphysics, Microsoft Office, Python, SPSS, Maple etc.
» Your home drive is already mounted

* You have access to your data on your local PC too

- Control your office or lab PC remotely
* You can control your office or lab PC from everywhere

» https://rsupport.zih.tu-dresden.de/users/main/downloads.html

* You can find a simple manual in following document
https://nano.tu-dresden.de/shared/16 [

[11 https://Ib.islonline.com/
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6. Security and Network - Scam Emails

Do you have some minutes?

Prof. Dr. Gianaurelio Cuniberti <deanprof2@mail.com>
Available? An

Hello.

Gianaurelio Cuniberti <profmail88@mail.ru> ) ) _ _
I need a quick response from you, Kindly email me back as soon as possible.

An  Kampmann, Steffen

Let me know if you are free right now. Regards,
Prof. Dr. Gianaurelio Cuniberti —
BR Head of Department >
Gianaurelio Cuniberti Have you got some free time?
T TOUL T,  O1arTauT CiIimTo UTrTTTioTT U O CarTT rOf3@rT
Gianaurelio (Giovanni) Cuniberti <maaike.bader@mail.ru> Sa 29.07.2023 18:32
An Kampmann, Steffen e
Email me back as soon as you get this. Thank you. Aktionselemente
I really appreciate your response, I urgently need your help to
purchase some Apple iTunes Gift cards from any store around

you. There are some prospects I need to send Gift items but I
can't do that right now because I'm currently attending to a
friend at hospital who is critically sick. Please let me know if it's

You will NEVER be asked for your password or for money and vouchers ossible o gebithen AGHK uw,sd 1 sal tall yell Whst amione I

need, I will surely reimburse you.

Regards

Report Scam email to TU Dresden (ZIH)
« https://tud.link/35d7
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6. Security and Network - Stay connected with TU Dresden

« To have full access to all services stay in the TU network with VPN m OP E N V P N .

« Secured connection in public Wi-Fi networks e. g. on conferences

« Required for accessing the home and group drives OpenVP Comect
3 Profiles
VPN
CONNECTED
 Install OpenVPN software ?S;nmr-q'rz;?;":ng UDP 1194
» https://openvpn.net/vpn-client/ CONNECTION STATS

23.9KB/s

« Download your TU Dresden profile file
» https://selfservice.tu-dresden.de/services/vpn/openvpn | ‘

« Execute this file 0B/s

BYTES IN BYTES OUT
173 B/S 92 B/S

g g -+ 144% &
CLEL DURATION PACKET RECEIVED

00:00:25 1sec ago

 Done!
« Detailed documentation: https.//tud.link/d4s7

10:26
23.10.2024 =

v Deu [ o)

You can install on your private and office laptop/PC
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Thank you for your attention!
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